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Abstract

Recent Internet measurements have found
pervasive evidence of some surprising scaling
properties. The two we focus on in this paper
are self-similar scaling in the burst patterns of
Internet traffic, and, in some contexts, scale-
free structure in the network’s interconnection
topology. These findings have led to a num-
ber of proposed models or “explanations” of
such “emergent” phenomena. Many of these
explanations invoke concepts such as fractals,
chaos, or self-organized criticality, mainly be-
cause these concepts are closely associated
with scale-invariance and power laws.

‘We examine these criticality-based explana-
tions of self-similar scaling behavior—both of
traffic flows through the Internet and of the
Internet’s topology—to see if they indeed ex-
plain the observed phenomena. To do so, we
bring to bear a simple validation framework
that aims at testing whether a proposed model
is merely evocative, in that it can reproduce
the the phenomenon of interest, but does not
necessarily capture and incorporate the true
underlying cause; or indeed ezplanatory, in
that it also captures the causal mechanisms
(why and how, in addition to what). We ar-
gue that the framework can provide a basis for
developing a useful, consistent, and verifiable
theory of large networks such as the Internet.

Applying the framework, we find that while
the proposed criticality-based models are able
to produce the observed “emergent” phenom-
ena, they unfortunately fail as sound explana-
tions of why such scaling behavior arises in the
Internet.

1 Introduction

Today’s Internet is a prime example of a large-scale,
highly engineered, yet highly complex system. It is
characterized by an enormous degree of heterogeneity
any which way one looks, and continues to undergo

significant changes over time. In terms of size, by
mid-2001, the Internet consisted of about 120 million
hosts or endpoints, and more than 100,000 distinct
networks, totalling millions of routers and links con-
necting the hosts to the routers and the routers to one
another. These links differ widely in speed (from slow
modem connections to high-speed “backbone” links)
as well as technology (e.g., wired, wireless, satellite
communication).

At the largest scale, the Internet is divided into
Autonomous Systems (ASs). Each AS is a collection
of routers and links under a single administrative do-
main. The global Internet currently consists of sev-
eral thousand separate ASs, interlinked to give users
the illusion of a single, seamlessly connected network
capable of providing a universal data-delivery service.
The foundation of the ubiquitous connectivity is a
datagram (packet) delivery mechanism termed the
Internet Protocol, or IP.

Despite all the efforts devoted to understanding to-
day’s Internet, it is still surprising how often network-
ing researchers observe “emergent phenomena”—
measurement-driven discoveries that come as a com-
plete surprise, cannot be explained nor predicted
within the framework of the traditionally considered
mathematical models, and rely crucially on the large-
scale nature of the Internet, with little hope of en-
countering them when considering small-scale IP net-
works.

One example of such a discovery was that mea-
sured traffic rates on links in the Internet (i.e., num-
ber of packets or bytes that traverse a given link per
time unit) exhibit self-similar (or “fractal-like”) be-
havior: a segment of the traffic rate process mea-
sured at some time scale looks or behaves like an
appropriately scaled version of the traffic rate pro-
cess measured over a different time scale; see (1)
and the follow-on studies (2) and (3). These empir-
ical studies describe pertinent statistical character-
istics of the temporal dynamics of measured traffic
rate processes and provide ample evidence that these
traces are consistent with asymptotic second-order
self-similarity or, equivalently, long-range dependence
(LRD); i.e., with autocorrelations that decay like a
power for sufficiently large lags. These empirical find-



ings were in stark contrast to what traditionally-used
models assumed about actual Internet traffic, namely
exponentially-fast decaying autocorrelations and, in
turn, a classical white noise behavior when measuring
traffic rates over large time scales.

A more recent example of an emergent phe-
nomenon concerns the Internet AS graph, an aspect
of the Internet’s topology that describes network con-
nectivity at the level of individual Autonomous Sys-
tems. A recent empirical study (4) of the Internet’s
AS topology reported that the vertex degree distri-
bution of snapshots of the measured AS-connectivity
graph follows a power low. This finding implies that
while most of the ASs have a vertex degree of one or
two, the probability of encountering a few ASs that
are highly connected is significant. This data-driven
observation is again in sharp contrast to the tradi-
tionally considered types of topology models (5,6),
which yield vertex degree distributions that decay
exponentially-fast, essentially ruling out the occur-
rence of high-degree vertices and giving most proba-
bility to “typical” node degrees on the order of the
average node degree of the graph. In contrast, no
such preferred or “typical” node degree can be iden-
tified for power-law vertex degree distributions, and
because of this absence of a characteristic scale, the
resulting structures are termed scale-free networks.

The discovery of the self-similar scaling behavior
of Internet traffic over large time scales, the claim of
scale-free characteristics of the Internet topology at
the AS level, as well as other emergent phenomena
such as the apparent intermittent nature of Internet
congestion (7), and the reported multifractal scaling
properties of Internet traffic over small time scales
(8), have triggered renewed interest in Internet mod-
eling. The ensuing research activities and resulting
mathematical modeling efforts can be roughly sepa-
rated into two different categories: evocative or “de-
scriptive” modeling vs. ezplanatory or “structural”
modeling. Evocative models can produce (or approxi-
mate) the phenomena in question. Explanatory mod-
els not only produce the phenomena, but their appli-
cability can be verified by “closing the loop;” that
is, by further measurements that test for the pres-
ence of the causes that are proposed to explain the

phenomena of interest.

Evocative models are valuable in that they can
shed light on how certain phenomena might arise.
They are typically used to synthetically generate and
statistically describe the phenomena of interest, and
they can suggest what further measurements to take
to test whether they are, in fact, explanatory. The ul-
timate scientific challenge, however, consists of devel-
oping explanatory models, because by demystifying
emergent phenomena, these models provide a solid
foundation for a useful, consistent, and verifiable the-
ory for immensely complex systems such as today’s
Internet.

Our main purpose with this paper is to demon-
strate that because of its highly-engineered nature,
and because of the many different facets of the avail-
able measurements, the Internet offers unprecedented
opportunities for successful explanatory modeling.
To this end, we provide a concrete framework for
checking whether a proposed Internet-related model
is indeed explanatory. We apply this framework to a
number of recently introduced Internet traffic models
(at the packet level) and Internet topology models (at
the AS level). In the process, we find that the pro-
posed statistical mechanics models of Internet traf-
fic, where self-similarity is a signature of criticality
caused by a phase transition phenomenon (9,10), and
the recently considered scale-free graph models of the
Internet topology, where power-law vertex degree dis-
tributions arise as a signature of self-organized crit-
icality! (11,12), are only evocative; they are not ex-
planatory.

In particular, as a result of not “closing the loop,”
these models tend to be too generic in nature. Be-
cause they ignore important networking-specific de-
tails, and fail to exploit the rich semantic content of
the available measurements, they can lead to incor-
rect conclusions about the causes and origins of the
emergent phenomena at hand.

On the other hand, we also show that certain

!Following widespread (but perhaps overly general)
practice, we use the term self-organized criticality (SOC)
to refer to highly interactive self-organized systems that
display power law behavior.



mathematical models of Internet traffic, originally
due to Mandelbrot (13) and Cox (14), are genuinely
explanatory. Because they can “close the loop,” these
models lead to a fundamental understanding of emer-
gent phenomena in the Internet context, thereby bet-
ter advancing our knowledge about how such a large-
scale and highly-engineered man-made system works.

2 Modeling the Internet

2.1 Highly-engineered yet complex

Fundamental to the Internet’s architecture is its de-
sign as a series of layers (15). Each layer relies on the
next lower layer to execute more primitive functions
and provides services to the next higher layer. Two
hosts with the same layering architecture communi-
cate with one another by having the corresponding
layers in the two systems talk to one another. The
latter is achieved by means of formatted blocks of
data that obey a set of rules or conventions known as
a protocol.

As briefly discussed earlier, the fundamental build-
ing block is a packet of data, routing and delivery
of which is provided by the Internet Protocol, IP.
All information exchanges—whether a short e-mail
message, a large file transfer, or a complicated Web
transaction—are broken down into these basic build-
ing blocks. Each packet of each connection is self-
contained in the sense that its header contains com-
plete “addressing” information. The routers along
the packet’s path need only inspect the header of
the packet to determine its next-hop destination and
forward it through the network to its destination.
Each packet is transmitted independently from the
other packets that have already been transmitted
or still await transmission; the routers do not keep
track of which packets belong to which active con-
nections. Thus, a router can forget about a packet
as soon as it has been forwarded. This feature buys
robustness in the sense that the network can trans-
parently route packets around failed network compo-
nents (e.g., links, routers) without perturbing active
connections—it can continue to operate and success-

fully deliver data even in the face of major equipment
failure.

IP’s packet-oriented service buys efficiency and
flexibility over the traditional, connection-oriented
service used in the telephone networks. For exam-
ple, instead of reserving a fixed amount of bandwidth
for the exclusive use of communication between two
end nodes (i.e., even if the two end nodes are silent,
the resources cannot be shared by a third party), in
a packet-oriented service network, each packet com-
petes with all the others. If there happens to be lit-
tle competing traffic along a particular path, then a
connection using the path can enjoy essentially the
entire capacity. On the other hand, if many connec-
tions compete along the same path, then each one of
them will receive a (perhaps unfair) portion of the
capacity. Furthermore, if packets arrive at a given
point at too high a rate, such that they exhaust the
router’s finite buffer capacity for holding them pend-
ing further transmission, then the router will discard
or drop the excess, a phenomenon termed congestion.

It is IP that provides the mechanism for unify-
ing thousands of different networks, operating under
diverse administrations. IP’s main task is to ade-
quately implement all the mechanisms necessary to
knit together divergent networking technologies and
administrative domains into a single virtual network
(an “internet”) so as to enable data communication
between sending and receiving hosts, irrespective of
where in the network they are. The abstraction of
end-to-end connectivity provided by IP serves as a
layer that hides the underlying physical technologies.
Further abstractions (e.g., reliable delivery, access
to Web URLs) are then layered above IP. Thus, IP
ensures a critical separation between the constantly
evolving physical network infrastructure at lower lev-
els, and an ever-increasing user demand for more ab-
stract services and applications at higher levels.

The layer above IP is termed the transport layer,
where the most commonly used Transmission Con-
trol Protocol (TCP) provides a number of additional
services for end-to-end communication beyond those
provided by IP: reliable delivery in the presence of
lost packets; a “byte stream” abstraction that hides
the underlying packetization; error recovery; flow



control (ensuring that the sender does not overrun
the receiver’s ability to accept new data); and con-
gestion control. This last means that TCP automat-
ically adapts the rates at which data are transmit-
ted depending on whether or not congestion is de-
tected. Its additive-increase/multiplicative-decrease
congestion control mechanism gives rise to traffic
that dynamically adapts itself to changing network-
ing conditions, and does so on time scales of a few
round-trip times.? To a large part, it is the finite link
capacity that drives the dynamics of protocols such as
TCP and couples the different simultaneous connec-
tions sharing the link in intricate ways, introducing
significant and complicated correlations across time,
among active connections, and between the different
layers in the protocol hierarchy.

Finally, the top layer in Internet’s suite of protocols
is the application layer. It contains a range of proto-
cols that directly serve the user; e.g., Telnet (remote
login), FTP (file transfer), SMTP (email), HTTP
(Web), and hundreds more. The applications also
induce patterns of communication (e.g., keystrokes
for Telnet, a control session coupled with multiple
data transfer sessions for FTP, transfers interrupted
by “think time” for HT'TP) that echo downward into
the dynamics of the underlying TCP and IP layers.

We find complex structure elsewhere in the set of
Internet protocols, too. The routers internal to the
network run distributed algorithms coordinated via
routing protocols in order to discover paths from any
given router to any given network node. For our pur-
poses, the most interesting of these is the Border
Gateway Protocol (BGP) that maintains connectiv-
ity between the Autonomous Systems. It is the glue
that ties the ASs together, ensuring seamless com-
munication across AS boundaries. Being a variant
of the class of “distance-vector” routing protocols,
each BGP-speaking router selects the “next hop”
to use in forwarding packets to a given destination
based on paths to those destinations advertised by

’In addition, TCP’s flow control leads to a “self-
clocking” structure that also introduces structure on the
time scales of round-trip times, but one that is in this
case separate from current network conditions.

the routers at the neighboring ASs. Routers exchange
paths to destinations in order to facilitate route se-
lection based on policy: ASs apply individual, local
policies when selecting their preferred routes, usually
based on the series of ASs that a given route transits.
This feature enables an administratively decentral-
ized Internet—using these policies, ASs can direct
traffic to ASs with whom they have business rela-
tionships, where traditional network routing proto-
cols would have selected the shortest path. However,
this feature also introduces complex and subtle dy-
namics that can have global implications. Internet
research is just beginning to unravel some of these
interactions and their impact on the network’s over-
all traffic characteristics and stability (16,17).

2.2 The rich semantic content of mea-
surements

From a scientific viewpoint, a crucial—and perhaps
unique—facet of studying Internet measurements is
their very high semantic content. Individual mea-
surements, such as time-stamped IP packet headers
or BGP routing table dumps, contain a wealth of in-
formation, both because the tools for measuring them
often can capture them with perfect fidelity, and be-
cause the measurements include the full structure of
the layers relevant to the network behavior. For ex-
ample, a traffic trace collected from a link within
the Internet is not merely a simple uni- or multivari-
ate time series of packets, but manifests itself at the
different networking layers in a variety of different
forms:

e At the application layer, we can describe the
traffic in terms of session arrivals, session dura-
tions, and session sizes (volume in bytes). Ex-
amples of sessions are remote login, file transfer,
email delivery, or web surfing.

o At the transport layer, the overall traffic can be
characterized in terms of TCP connection ar-
rivals, durations, and sizes. Other components
of the traffic that employ transport protocols
other than TCP have their own characteriza-
tion.



A single session might correspond to a single
transport connection (e.g., remote login via Tel-
net, email) or a group of either consecutive or
concurrent connections (Web surfing, file trans-
fer, Ssh remote login).

e At the internetwork layer, traffic descriptions fo-
cus on either individual IP packets, or on IP
flows: their arrival patterns, sizes, origination
and destination addresses.

A single transport connection might comprise a
single IP flow, or a series of flows separated by
significant lulls, depending on both the appli-
cation driving the transport, and the network
conditions encountered.

In addition, we can view network traffic as an
aggregate of IP packets generated by many host-
host pairs.

e At the link layer, traffic can be dealt with by
treating the individual packets as black boxes,
i.e., by focusing on the mere existence of a mea-
sured packet (time stamp, packet size) and not
on its “meaning” as revealed by its header.

Thus, as a result of the architecture of the Inter-
net, actual network traffic—i.e., the flow of packets
across a link inside the Internet—is the result of in-
tertwined mechanisms, pronounced and often unex-
pected modes, and complex interactions that exist at
and between the different networking layers.

Similar observations of rich semantics apply when
trying to infer Internet connectivity from BGP mea-
surements. BGP reachability information is obtained
as a result of route updates exchanged between AS
border routers. These messages are stored in the
routers’ routing tables and provide information about
Internet connectivity at the AS level. However, due
to the prevalence of policy, it is in general very dif-
ficult to know how complete or incomplete the AS-
level connectivity information is that can be derived
from the routing tables of a relatively small number
of BGP routers. Additional difficulties arise due to
the highly dynamic nature of BGP; that is, the high
frequency with which changes in routing information
occur.

2.3 Model validation framework

The ability to collect high-volume and high-quality
Internet-related measurements, and the subsequent
discoveries of intriguing statistical characteristics in
the data, has led to much interest in Internet mod-
eling and analysis. While the majority of research
efforts have focused on evocative models that suc-
ceed in synthetically generating, statistically describ-
ing, or formally reproducing the statistical character-
istics of interest, explanatory modeling remains rare.
Moreover, when competing Internet-related models
(evocative or explanatory) have been proposed, the
technical standards for validating them against the
full power of the available measured data have gener-
ally been low or even non-existent. The fact that the
same phenomenon can give rise to a number of differ-
ent, highly context-specific models motivates looking
into scientific approaches for favoring one model over
another.

We now formulate a framework for checking
whether a proposed Internet model is indeed explana-
tory, or only evocative. The proposed procedure for
identifying an Internet-related modeling approach as
explanatory consists of the following three steps:

1. Discovery: Begin with a data-driven finding
or “emergent” phenomenon that defies conven-
tional modeling.

2. Construction: Devise a mathematical con-
struction that reproduces the “emergent” phe-
nomenon of interest, is given in terms of elemen-
tary networking concepts or mechanisms, and
reflects the highly-engineered structure of the
Internet.

3. Validation: Revisit the available measurements,
extract from them the data necessary to study
the elementary networking concepts or mecha-
nisms that have been identified in Step 2, and
check whether the proposed elementary con-
cepts or mechanisms are indeed consistent with
these data.

A critical feature of the proposed framework is
that it “closes the loop” between the discovery of



a network-related empirical phenomenon on the one
hand, and its proposed explanation in terms of a
structural model on the other hand, where the struc-
tural model identifies a set of more elementary mech-
anisms as the main cause of the phenomenon.? This
“closing of the loop” is achieved by requiring that
the proposed model conforms to measured data not
only at the level where the discovery was originally
made but also at the level where the more elementary
mechanisms are observable and verifiable.

When conformance is verified, the model in ques-
tion can be expected to provide considerable new in-
sights into the structure and dynamics of networks
such as the Internet. These, in turn, can be exploited
for various engineering purposes. On the other hand,
if the verification fails—that is, the proposed elemen-
tary mechanisms turn out to be inconsistent with the
measured data—then the proposed Internet model
should be deemed evocative, not explanatory (it may
still be explanatory when used in a context other than
the Internet, though).

3 Self-similar Internet traffic

3.1 Measurement-driven discovery

Figure 1 (see also (18)) captures the intuition behind
the discovery that measured Internet traffic exhibits
self-similar scaling properties. The plots were gener-
ated based on an hour-long trace of Internet traffic
collected from a network link connecting a large cor-
poration to the Internet, and consisting of IP packet
headers timestamped to an accuracy on the order of
a few milliseconds.* The top plot in Figure 1 shows
a randomly selected subset of the trace on a time
scale of 100 msec; that is, each observation represents

3We are not claiming that “closing the loop” is a new
concept; for example, much of physics has been all about
“closing the loop.” We simply argue here for applying
the “closing the loop” concept in the context of Internet
modeling, too.

“The measurements were gathered by J. Mogul in
1995 and are available from the Internet Traffic Archive,
http://www.acm.org/sigcomm/ITA/.
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Figure 1: Internet traffic viewed over four orders of
magnitude.

the number of packets recorded on the link during a
100 msec interval, for a total of 6 sec. The second
plot shows a time scale (X-axis) that is a factor of
ten larger and a Y-axis that has also been scaled up
by a factor of ten; now each observation represents
the number of packets per 1 sec, spanning 60 sec in
total. The black-shaded region indicates from where
the plot in the row above was chosen. Repeating this
process, for the third plot, we have again increased
the scale in both X and Y by a factor of ten, and in
the final plot by another factor of six, such that now
the plot spans the entire hour of the collected trace.



Similar plots produced from a synthesized trace
generated from some traditionally-assumed Internet
traffic model tend to “smooth out” very quickly as
the time scale increases, with hardly any variabil-
ity left on the coarser time scales. In contrast, mea-
sured Internet traffic is highly bursty—as depicted in
Figure 1-—and remains so even on quite coarse time
scales. In fact, Figure 1 suggests that measured In-
ternet traffic is invariant under some judicious scal-
ing of time and space—a trademark of self-similar or
fractal-like objects.

More precisely, consider a second-order station-
ary and zero mean stochastic process X = (X :
k > 1) with autocorrelation function (r(k),k >
0), and define the family of aggregated processes
(XM . m > 1), where for m = 1, 2,...,
Xm) = (X(M)() : i > 1) is given by X(™(5) =
(X(i—1ym+41 + - -+ + Xim)/m. Following (14), X is
called asymptotically second-order self-similar (with
self-similarity or Hurst parameter 0 < H < 1),
if (i) lim,_oo Var(m!~# X)) = 42, where 0 <
0? < oo is a finite positive constant, and (ii)
lim oo 7™ (k) = ((k+1)2H — 2k 4 (K —1)2H) /2,
where (™) = (r(™)(k), k > 0) denotes the autocorre-
lation function of the aggregated process X (™). Tt is
in this sense that Internet traffic exhibits self-similar
scaling properties, and the form of the autocorrela-
tion function appearing in the above definition im-
plies (and is implied by) the presence of long-range
correlations in Internet traffic. To this end, X is
said to exhibit long-range dependence (LRD) if for
1/2< H <1,

r(k) ~ a1 k172 ask — oo,
where ¢; is a finite positive constant.® Note that
the power law decay of the autocorrelations of a
long-range dependent process implies ), [r(k)| = oc.
Even though the high-lag autocorrelations are indi-
vidually small, their cumulative effect is of impor-
tance and gives rise to a behavior of the underly-
ing stochastic process that is markedly different from
that of the conventionally considered short-range de-
pendent processes. Here, a second-order stationary

5The symbol ~ means “behaves asymptotically as.”

stochastic process X = (Xj : k = 1,2,...) is called
short-range dependent (SRD) if for some 0 < p < 1,

r(k) ~ cop®, ask — oo,

where cs is a finite positive constant. Thus, in con-
trast to LRD, SRD is characterized by an autocor-
relation function that decays geometrically fast and
satisfies ), |r(k)| < oo; it is this difference between
the autocorrelations of an LRD and SRD process that
captures the surprising and distinctive difference be-
tween the actually observed and commonly assumed
temporal behavior of Internet traffic.

The original finding of self-similar scaling behavior
in measured network traffic was reported in (1) and
was based on an extensive statistical analysis of traf-
fic measurements from Ethernet local-area networks
(LAN) over a four-year period from 1989-1993. A
number of important follow-up studies provided fur-
ther evidence of the prevalence of self-similar traffic
patterns in measured traffic from wide-area networks
(2,3).

An important point to note, however, is that the
above definition of self-similarity allows for various
shades of “burstiness”—from highly bursty all the
way to very smooth—depending on the relative mag-
nitude of the overall mean, the variability o2, and
the Hurst parameter H. But the basic fact of the
presence of self-similarity has been an invariant (18)
of Internet traffic for the past 10 or so years, despite
the sometimes drastic changes the network has un-
dergone during that period.

This ubiquity has intrigued traffic modelers and
Internet researchers alike. However, while the for-
mer typically responded with a series of increasingly
refined evocative models of Internet traffic—where
the networking context in which the data had been
generated and collected in the first place has often
been disregarded—the latter were mainly interested
in explanatory models: models that make sense in
the networking context and can be phrased and—
more importantly—validated in terms of elementary
traffic-related entities.



3.2 A criticality-based explanation

Numerous papers have appeared during the last few
years, mainly in the physics literature, arguing that
the self-similar scaling behavior of measured Internet
traffic can be simply explained as a phase transition
phenomenon from statistical mechanics. To illustrate
this claim, consider the recently studied types of net-
work traffic models (9,10) that are not atypical of the
proposed statistical mechanics approach to network-
ing. The network topology is modeled by a square
lattice with the usual neighborhood relationship (i.e.,
four nearest neighbors) and with periodic boundary
conditions. A fraction p of the nodes are assumed
to be hosts that can generate and receive packets,
with the rest of the nodes serving as routers, where
packets can only be stored or forwarded. Each node
is assumed to maintain a queue with infinite buffer
space. The local interactions among the nodes can
be of two types. In case the node is a host, it injects
(randomly) at some rate A\ new packets into this net-
work and does so independently from other hosts, and
only another host can serve as the final destination of
a packet. If the node is a router, it selects the packet
at the front of its queue and decides according to a
fixed rule which link to use to forward the packet to
the next-hop router. For the time evolution of the
resulting network traffic model or interacting parti-
cle system, a time step is defined to comsist of one
update (according to the above mechanisms) at all
nodes.

Through simulations, these models have been
shown to exhibit a phase transition as the packet in-
jection rate parameter A varies from 0 to 1. At the
critical point; i.e., for A = A., efficiency measures
such as the total number of delivered packets are
maximized. More importantly—as far as this paper
is concerned—at criticality, the time series describ-
ing the number of packets in a given node’s queue
show self-similar scaling behavior in the sense of Fig-
ure 1 and exhibit 1/f-type power spectra. Accord-
ingly, the argument has been made that the proposed
simple network traffic model identifies self-similarity
of Internet traffic as a phase transition phenomenon;
that is, the network (hosts, routers) self-organizes it-

self to run at criticality, where it achieves maximum
information transfer and efficiency (10). Moreover,
since some of the key features of this network traffic
model are shared by highway traffic models (19), it
is claimed that there exist some deep connections be-
tween the dynamics displayed by traffic on highways
and computer networks close to criticality.

While it is interesting and educating to know that
self-similarity can arise from such a simple process
and can be elegantly described as a phase transition
phenomenon from statistical mechanics, the question
we ask here is: Is self-similarity in the Internet in-
deed the signature of this type of criticality-based
dynamic? That is, is the proposed statistical me-
chanics model explanatory, or simply evocative? To
answer this question, we expose the proposed model
to the validation framework outlined in Section 2.3.
While Step 1 applies trivially, Step 2 already reveals
serious problems with the basic model. For one, in-
stead of exploiting the highly-engineered structure of
the Internet, it ignores essentially all aspects of the
Internet architecture described in Section 2.1 (e.g., no
layering, no feedback, infinite buffers). Furthermore,
being void of any networking-specific concept, the
only mechanism to study is the packet injection rate
A which roughly reflects link utilization. However,
what really identifies this phase transition-based ex-
planation as irrelevant as far as the self-similar scaling
behavior of Internet traffic is concerned is Step 3; that
is, self-similar scaling has been observed in networks
with low, medium, or high loads, and any notion of a
“magical” load scenario where the network has to run
at critical rate \. to show self-similar traffic charac-
teristics is inconsistent with the measurements.

3.3 A networking-based explanation

Next, consider the following mathematical construc-
tion that fits in well with the layering architecture of
the Internet. At the application layer, sessions (i.e.,
FTP, HTTP, Telnet) arrive at random (i.e., accord-
ing to some stochastic process) on the link and have
a “lifetime” or session length during which they ex-
change information. This information exchange man-
ifests itself at the IP layer, too, where from the start



until the end of a session, IP packets are transmit-
ted in some bursty fashion. Thus, at the IP layer,
the aggregate link traffic measured over some time
period (e.g., 1 hour) is made up of the contributions
of all the sessions that during the period of interest
actively transmitted packets.

Mathematically, this construction, referred to as
Cox’s construction, is known to give rise to LRD or,
equivalently, asymptotic second-order self-similarity,
provided the session arrivals follow a Poisson process
and, more importantly, the distribution F(z) of the
session sizes T (i.e., number of packets or bytes per
session) are heavy-tailed with infinite variance (14).
That is, as £ — oo,

1—F(z) = P[T > z] ~ c3z™ %,

where 1 < a < 2. The main ingredient of Cox’s
construction (also known as an immigration-death
process or M/G /oo queueing model) is the heavy-
tailedness of the session sizes, where the index «
is related to the self-similarity or Hurst parame-
ter of the aggregate traffic and satisfies the relation
H = (3—a)/2. Intuitively, the heavy-tailedness prop-
erty implies that there is no “typical” session size
but instead the session sizes are highly variable (i.e.,
exhibit infinite variance) and fluctuate over a wide
range of scales, from bytes to kilobytes to megabytes
and beyond. It is this basic characteristic at the ap-
plication layer that causes the aggregate traffic at
the IP layer to exhibit self-similar scaling behavior.
A closely related earlier construction, originally due
to Mandelbrot (13), relies on the notion of a renewal-
reward process, but uses the same basic ingredient of
heavy-tailedness to explain the self-similarity prop-
erty of the aggregate link traffic (20).

To see how this networking-based explanation
holds up against our proposed model valida-
tion framework, observe that Cox’s construction
(or, equivalently, Mandelbrot’s construction) passes
Step 2 with ease—it clearly identifies the data sets
that need to be extracted from the available IP
packet-header traces to check Step 3, namely session
arrivals and session sizes.

For FTP and Telnet, the session structures have
been shown to be consistent with Cox’s construction

£y
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Figure 2: Log-log plot of 1 — F(z) vs. z for HTTP
connection sizes.

(2). For HTTP sessions (i.e., Web surfing), which
are responsible for the bulk of today’s Internet traf-
fic, an individual session is typically made up of many
individual HTTP connections, and obtaining session
information is generally more involved. Indirect ev-
idence can be obtained by analyzing the durations
or sizes of individual HTTP connections. For exam-
ple, Figure 2 plots P[T > z] vs. z on a log-log scale
for the empirical distribution of measured HTTP re-
quest sizes for a 1996 24-hour measurement period,
resulting in 226,386 observations. The linear rela-
tionship over more than three orders of magnitude is
strong evidence that the data are consistent with the
crucial heavy-tailedness assumption underlying Cox’s
construction, and the slope values between 1.2-1.4
give rise to self-similar aggregate traffic with H-values
between 0.8-0.9. See (3,21,22) for further empirical
studies in support of the ubiquitous nature of heavy-
tailedness in measured Internet traffic.

That this networking-based explanation of the self-
similarity phenomenon successfully passes our model
validation framework has far-reaching implications:

On the one hand, the fact that we can explain self-
similar scaling in terms of the statistical properties
of the individual sessions that make up the aggregate
link traffic suggests that the LRD nature of network
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traffic is mainly caused by user/application char-
acteristics (i.e., Poisson arrivals of sessions, heavy-
tailed session sizes as a result of transmitting heavy-
tailed files or Web documents). This in turn re-
veals that self-similarity has little to do with network-
specific aspects such as the protocol-related mech-
anisms that determine the actual flow of packets
as they traverse the Internet.® Consequently, self-
similarity is likely to remain with us (assuming the
way humans tend to organize information does not
change drastically (23)).

On the other hand, the fact that LRD leaves
the smaller time-scale behavior essentially unspeci-
fied has in turn motivated researchers to focus inves-
tigations into the fine-grained structure of network
traffic. Here, the goal is to relate the observed com-
plex and highly time-localized traffic patterns to the
most important features of the common protocols (8).

4 Scale-free Internet topology

4.1 Measurement-driven discovery

As mentioned in Section 2.1, border routers exchange
BGP route updates to propagate reachability infor-
mation. This reachability information is stored in
routing tables in each of the BGP routers. Start-
ing in November 1997, the National Laboratory for
Applied Network Research (NLANR) has collected
BGP routing tables once a day from the route server
route-views.oregon-ix.net, whose sole purpose is
to connect to several operational routers and obtain
their routing tables. After processing these routing
tables, NLANR provides, among other things, daily
“AS connectivity maps” that have been used to infer
and reproduce snapshots of the Internet AS graph.”

5We hasten to note, however, that without TCP, or
some other form of congestion control, the highly variable
session workloads are capable of creating aggregate link
traffic that would be very different from what we observe
in today’s Internet.

"It is important to note, however, that due to BGP-
specific features such as address aggregation and pol-

icy routing, the NLANR-generated AS connectivity maps
may provide a very incomplete picture of the actual AS
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Figure 3: Log-log plot of 1 — Fy; vs. d for the ver-
tex degree distributions Fj for three different BGP-
derived AS map snapshots.

Relying on three snapshots of such BGP-derived
AS maps (Nov. 1997, Apr. 1998, and Dec. 1998), one
of the surprising findings, originally reported in (4),
concerns the vertex degree distribution of the result-
ing AS graphs, namely the observation that fg, the
number of nodes with outdegree d, follows a power-
law. That is, fg oc d~ ¢, where the symbol oc means
“proportional to.” We can equivalently express the
relationship in terms of the complementary cumula-
tive distribution function, 1 — F; =1 — Z’if fi;d=
1,2,.... In this case, we have 1 — Fj & d—(a=1)

For each of three snapshots (see Figure 3), we find
a = 2.1. Intuitively, the significance of this discovery
is that the vertex degrees observed in the Internet AS
graph are highly variable. In fact, such highly vari-
able vertex degrees have been unheard of in the con-
text of the traditional and well-studied Erd6s-Rényi-
type random graph models (24) or the more hier-
archical graph structures that have been proposed as
realistic topology models in the networking literature
(5,6). In both of these cases, the vertex degree dis-

connectivity in the Internet. We ignore in the following
this largely unsolved problem, but resolving it is an area
of active research.



tribution tends to be sharply concentrated around
some “typical” node degree (e.g., the mean of the
distribution), with essentially negligible probability
for encountering vertex degrees that deviate by, say,
more than one order of magnitude from the mean.
Because of the absence of any such “typical” node
degrees in graphs that exhibit power-law vertex de-
gree distributions, these power-law graphs are also
called scale-free graphs.

4.2 The Barabasi-Albert model

Several recent papers in the physics and complex sys-
tems literature have attempted to uncover the mech-
anisms that cause graphs to be scale-free. Among
these efforts, the papers by Barabasi, Albert, and col-
leagues (11,12) have attracted the most attention in
the networking community as their authors propose
a very appealing construction of network topologies
(henceforth the BA construction or model) that is
claimed to explain the observed scale-free nature of
the Internet’s AS graph. Inspired by the concept
of self-organization, the models resulting from the
BA construction explain and reproduce a number of
the empirically observed power-law relationships re-
ported in (4). The models rely on three generic mech-
anisms to drive the evolution of such graph structures
over time: incremental growth, preferential connec-
tivity, and rewiring. Incremental growth follows from
the observation that most networks develop over time
by adding new nodes and new links to the existing
graph structure. Preferential connectivity expresses
the frequently encountered phenomenon that there is
higher probability for a new or existing node to con-
nect or reconnect to a node that already has a large
number of links (i.e., high vertex degree) than there is
to (re)connect to a low-degree vertex. More formally,
in the case of the preferential connectivity mechanism
underlying the BA model, when a new AS joins the
network, the probability of the new node to connect
to each existing node (henceforth, “target node” or
“peer”) is given by k;/ > k;, where k; is the vertex
degree of the target node, and ) k; is the sum of the
vertex degrees of all nodes in the graph before the ad-
dition of the new node. Finally, rewiring allows for
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some additional flexibility in the formation of net-
works by removing links connected to certain nodes
and replacing them by new links in what effectively
amounts to a local reshuffling.

Constructing a graph according to these elemen-
tary mechanisms, the authors of (11,12) showed that
the resulting graph attains a steady state, where, for
example, the distribution of the node degree—after
reaching steady-state—follows a power-law with an
exponent that is a function of the input parameters.
Given the appeal and simplicity of the BA model, the
question we ask here is again: Is the scale-free nature
of AS graphs in the Internet indeed a signature of
self-organized criticality? That is, is the BA model
explanatory, or simply evocative?

To pursue this question, note that the BA model
is an ideal test case for the model validation frame-
work proposed in Section 2.3. For one, the con-
struction is explicit, relies on some elementary con-
cepts (i.e., incremental growth, preferential connec-
tivity, and rewiring), and reproduces the emergent
phenomenon at hand. Thus, to test whether the BA
model is explanatory or evocative, the remaining step
is to “close the loop”—validating the elementary con-
cepts against AS-level measurements.

Gathering these AS-level measurements takes con-
siderable care, as we need to ensure they form a con-
sistent BGP-based view of the Internet’s AS connec-
tivity. Using such a set of measurements spanning
Nov. 1998 through Nov. 2000, we first extract infor-
mation about basic events associated with a graph
structure that grows over time (e.g., node birth, node
death, link birth, link death). Accounting for the
dead ASs and links, the BGP-derived Internet AS
graph can be shown to be indeed consistent with
the incremental growth condition assumed by the BA
model.

However, when checking how new ASs connect to
the existing AS graph, Figure 4 illustrates a distinctly
different mechanism at work than that predicted—
the preferential connectivity assumption fails to hold,
as follows. Starting with the AS map of Nov. 1998,
consider the next AS (node w) that joins the net-
work. Node u joins the network with initial vertex
degree m,,. Before we actually let node u join the net-
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Figure 4: New AS’s target vertex degree(s) in the
Internet (top) and according to the BA model (bot-
tom).

work, we simulate the addition of node u with target
AS(s) selected by sampling from the linear preferen-
tial model. We record the vertex deg/r\ees of the my,
target ASs so chosen, and label them k},1 < i < my,.
Next we actually add node u to the network, con-
nect it to those target ASs it actually connected to
in the real Internet, and record the vertex degrees
of those target ASs, labeling them £,1 < i < my,,.
We repeat the above process for the 1,000 new nodes
added to the Internet between November 1998 and
May 1999. The top plot of Figure 4 shows the k¥’s
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of the 1,000 nog\es, and the bottom plot depicts the
corresponding k¥’s. Clearly, the preferential connec-
tivity assumption underlying the BA construction is
not consistent with the Internet’s actual AS connec-
tivity: In the real Internet (top plot), new ASs have
a much stronger preference to connect to high vertex
degree ASs and a significantly smaller preference to
peer with low vertex degree ASs than predicted by
the linear preferential model. Finally, we check the
validity of the rewiring concept. This third part of
the BA construction is crucial for making the power-
law exponent a function of the input parameters of
the model. However, the data provide strong em-
pirical evidence (not shown here) that rewiring may
not at all be a significant factor in the actual time-
evolution of the Internet topology at the AS level.
In summary, exposing the proposed modeling ap-
proach to a validation framework that requires “clos-
ing the loop” reveals that the original BA model fails
to be a genuinely explanatory model. As a result,
findings about the behavior of Internet-related con-
nectivity that rely on assumptions of the BA model
that are not consistent with available measurements
have to be very cautiously assessed (12). Moreover,
the failure of the original BA model to “close the
loop” motivates pursuing new approaches for model-
ing the time-evolution of Internet-related topologies
in order to demystify emergent phenomena such as
scale-free AS graphs, and to lead to a deeper un-
derstanding of how an administratively decentralized
Internet evolves over time. On the one hand, a num-
ber of such new approaches can be expected to fo-
cus on more highly parameterized BA-type models
that will likely result in an improved fit with the dy-
namical data. However, such approaches would still
seek to explain the scale-free phenomenon in terms
of the detailed dynamics of network growth. On the
other hand, an alternative approach would be to ig-
nore the growth dynamics altogether and instead ex-
plain the scale-free nature of the Internet topology at
the AS level by linking the degree distribution to, for
example, the underlying AS size distribution, which
also appears to exhibit high variability, irrespective
of how “size” is measured (26). This latter approach
would be similar to how the Cox model explains



the self-similar nature of Internet traffic by linking
it to a ubiquitous, well-documented, but largely un-
explained high-variability phenomenon (i.e., heavy-
tailed distribution of connection sizes).

5 Conclusions

We argue in this paper that because of its
highly-engineered nature and the highly-structured,
networking-specific semantic context of the available
measurements, the Internet is an example of a large-
scale complex system that offers unique opportunities
for successfully distinguishing between two classes of
models: evocative and explanatory. Only the latter
can provide a sound scientific basis for the origins
of such emergent phenomena as the self-similar dy-
namic of Internet traffic or the scale-free nature of
the Internet AS graph.

To this end, we provide a concrete framework for
checking whether a proposed Internet-related model
is explanatory or simply evocative, and illustrate its
applicability to Internet modeling with a number of
examples. In particular, we examine a number of re-
cently proposed dynamical models of Internet traffic
and Internet topology at the AS level that explain
the entirely unexpected scaling behavior in terms of
critical phenomena. In the process, we offer conclu-
sive evidence that even though the models produce
the self-similar scaling phenomena of interest, they
do not explain why or how the observed phenomena
arise in the Internet. Some of these criticality-based
explanations can still be put to good use, however.
For one, by teaching us how certain emergent phe-
nomena might arise, they can serve as simple “null
hypothesis” models to compare with. Moreover, they
often suggest what further measurements to take for
testing whether they are indeed evocative, and in this
sense, they can lead to an improved understanding of
the Internet.

To contrast, we also show that a class of mathe-
matical models, originally due Cox (14) and Mandel-
brot (13), readily passes our model validation frame-
work. These models explain why and how Internet
traffic exhibits self-similar scaling behavior, and pro-

vide novel insights into (and new questions about)
the dynamics of actual Internet traffic. In short,
aiming for explanatory Internet models that success-
fully “close-the-loop” in the sense of Section 2.3 calls
for novel approaches that explicitly account for sys-
tems with such nongeneric, specialized, and highly-
structured architectures as the Internet, and which
are optimized (or suboptimized) through explicit de-
sign (25). When successful, these approaches can be
expected to significantly advance our understanding
of large-scale complex systems such as the Internet,
where engineering design plays a central role and can-
not be simply abstracted away.
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